Joint Committee on Advanced Information Technology, the Internet and
Cybersecurity 2025-2026 (194th) Bill Summary

Bill Number: H. 82

Title: An Act Relative to Cyberattack Response in Massachusetts

Lead Sponsor: Representative Bradley H. Jones Jr.

Hearing Date: July 10, 2025

Report Date: September 8, 2025

Current Law: Section 1 of Chapter 639 of the Acts of 1950, as amended by Chapter 54
of the Acts of 2014, establishes the Massachusetts Civil Defense Act.

Executive Summary: Inserts in Section 1 of Chapter 639 of the Acts of 1950, as
amended by Chapter 54 of the Acts of 2014, after the definition of “civil defense”
additional clarified definitions of “critical infrastructure”, “cybersecurity attack”, and
“cyber system”.

Legislative History: Filed as H. 66 (2023-24), Referred to AITIC; accompanied to S.

2539
Key Definitions:

“Critical Infrastructure” shall mean the systems and assets within the commonwealth,
either physical or virtual, so vital to the commonwealth or the United States that the
incapacitation or destruction of such systems would have a debilitating impact on
physical security, economic security, public health or safety, or any combination of those
matters. This can include, but is not limited to: election systems, transportation
infrastructure, water, gas, and electric utilities.

“Cybersecurity attack” shall mean an attack, via electronic means, targeting the
commonwealth’s use of cyberspace for the purpose of disrupting, disabling, destroying,
or maliciously controlling a computing environment or infrastructure; or destroying the
integrity of the data or stealing controlled information.

“Cyber System” shall mean the network of hardware, software, procedures, and people
put in place by companies, individuals, or governments that can connect to the Internet.



