Joint Committee on Advanced Information Technology, the Internet and
Cybersecurity 2025-2026 (194th) Bill Summary

Bill Number: H. 105

Title: An Act relative to electronic security for the Commonwealth

Lead Sponsor: Representative Marcus S. Vaughn

Hearing Date: July 10, 2025

Report Date: September 8, 2025

Current Law: Chapter 30B of the General Laws regulates procurement in the
Commonwealth.

Executive Summary: Requires that all contracts, subcontracts, or procurements of
over $500,000 made by the Commonwealth shall not purchase or use any electronic or
cyber security equipment or component parts produced by entities based in China,
including equipment components used in rail cars and electronic and cyber security
equipment components used in wind farms, in compliance to the Commerce Control List
promulgated by the Federal Bureau of Industry and Security. Requires that such entities
that own or use any cyber security equipment or component parts produced by entities
based in China, to develop a plan to replace them with components that were produced
by an entity not based in China.

Legislative History: Filed as H. 84 (2023-24) Referred to AITIC; accompanied S. 2539



