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* What is facial recognition technology?

* How is it used at the RMV?

* Process from start to finish

* Demo of a facial recognition search and results
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What is Facial
Recognition

GIE

An Act Relative to Justice, Equity and Accountability in Law
Enforcement in the Commonwealth defines FR as:

“Facial recognition”, an automated or semi-automated
process that assists in identifying or verifying an individual or
capturing information about an individual based on the
physical characteristics of an individual’s face, head or body,
that uses characteristics of an individual’s face, head or body
to infer emotion, associations, activities or the location of an
individual; provided, however, that “facial recognition” shall
not include the use of search terms to sort images in a

database.
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| What does it do?

e Uses only the RMV’s internal photo database to
compare new images captured during a transaction
against existing images in the RMV’s database.

e Protects the true owner from identity theft and fraud.

Facia

RECOEn |t|0n * RMV does not use external photos outside of the
RMV'’s database or moving images/videos
SOftwa re e The software is not automatically connected to any

criminal justice system.
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Customer Journey for DL/ID

Check Vision .
If p_ern‘_ﬂt or license, Payment
e visionis _checked to . Payment received -

ensure vision standard is and temp

met document issued. Enroll Images in FR
Images are enrolled in
facial recognition to
ensure no
duplicates/issues

1€ 1@

Potential Match or no
Match
Matches are
reviewed and
either cleared or
sent to MSP for
further research

Arrive at RMV
or AAA
Customer visits
RMV or AAA for
permit/license/
ID transaction

Photo/Sig Captured
Verify ID Photo and signature Request
Customer presents captured and stored Manufacture
e ID and application. Arequest for

CSB reviews, manufacture sent to Credential

verifies, and scans vendor Manufactured
After review, all
matches are
cleared through
gate and
manufactured

Facial Recognition Journey




The RMV has adopted certain International Civil Aviation Organisation
(ICAQ) Standards for capturing credential photos. ICAO photo guidelines are
used for passport photos.

* The captured image must be a straightforward looking view of the
applicant.

« All of the applicant's facial features must be visible (e.g. eyes, nose,
mouth, cheeks, etc.).

* A solid or transparent facial cover (scarf, veil, face mask, etc.) is not
acceptable.

R MV’S P hOtO * Eyeglasses, including reading or prescription glasses, are not allowed,

even if the applicant normally wears them - Chapter 428 of the Acts of
2006

Image Policy

* A hat or other head cover is not acceptable, but if worn for medical or
religious reasons, it may be allowed if it does not hide any facial features.

* Natural facial hair and hairpieces may be acceptable unless the overall
effect disguises the person's true facial appearance or facial features are
obscured.

* Permanent facial tattoos are acceptable but temporary tattoos are not.

* Bluetooth headsets are not acceptable. n @
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Acceptable Photos




Unacceptable Photos




RMV’s Enforcement Services Unit

Members of Enforcement Services Unit include:

* RMV employees

* The RMV utilizes FR software in its fraud detection and
prevention processes to ensure integrity of its driver records
and identities.

* RMV’s team includes facial recognition analysts and
Hearings Officers

e Massachusetts State Police team

* MISP team specialized in fraud detection and prevention
assigned to RMV to assist in investigations. n@
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The RMV’s
Facial
Recognition

/ Part 2:

Employee
Manual
Review

System
Automated

Process SanFan
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Part 1: System Automated Review include

The automated review is performed daily by using the Facial Recognition
software to compare photos taken at RMV/AAA locations from the prior
business day to existing photos in the RMV database.
* Approximately 6,000 images from previous day’s credential transactions are reviewed
/compared daily during automated process

* RMV has approximately 6M active credentials — 6000 images compared against all credential
images AND against historical images on record

* The vendor proprietary algorithm in the Facial Recognition software detects points of
contour on a face to identify potential matches

* |f a record meets or exceeds an established threshold of points of contour, a potential
match occurs and is presented for further review

* Average of 20% (1,200 — 1,500 records) can be flagged as a potential match for manual
review by RMV’s Enforcement Services Unit’s authorized users (RMV and MSP)
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Automated Search

One to
One

( “\
Software reviews new
image against history

of previous image(s)
of SAME record
\_ 4

One to
Many

4 R
Software reviews new
Image against ALL

other images in RMV

database

\ N 4
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Part 2: Employee Manual Review

The manual review examines the results of the automated process and involves RMV and MSP analysis of 1,200 - 1,500
records daily out of 6,000 images from previous day’s transactions.

* Majority of the 1,200 — 1,500 records are photo or data errors. Some potential data errors stem from a picture that has
been mismatched with data.

* Manual exceptions will be made in cases of twins/triplets.
* Approximately 50 records need additional review and research.

One to Many Potential Match

An FR Analyst will: One to One Potential Match
* Compare new image captured against An FR Analyst will:
database of images * Compare new and historical images side-
- Review the data set (hame, date of birth, by-side to determine whether or not it is
address) to ensure data integrity Ssame person

e Review supporting ID documents and driver

history to determine who, if any, is the real n @
individual
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Potential Match Found go;;;,;

The 50 potential matches that need additional research and review will follow the process below.

RMV creates a MSP team MSP team Criminal case,
case for potential assigned to RMV provides RMV with administrative
match reviews case recommendation case, or no action

for next steps
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Facial Recognition Demo

NOTE: Images used for demo are not RMV customers. Sample images with

eyeglasses are not allowed for RMV photos.




Login Screen

Issuance 360 B
Back Office lssuance 360 Back Office

Sign In

lUser Name X

Password




Automated Results

Logout
My Tasks
Issuance Leads and Cases (1666) £ Be
Leads (1666) | Cases (0) Investigations (0) Assigned to Me (0}
all (1666) 1:N (1666) 1:R (0) Combined (0)
‘ - Review next: Lead Filter by S# Y X
V Case # Type Status Last Name First Name S# Surrogate # Assigned To Create Date
[ ] 100053373 1N LEAD AVERS FERMNANDA 324302752 3005585393055201 - 05/18/2021
[ ] 100055372 TN LEAD LANCASTER MOMIQUE 677344086 39233280314667384 - 05/18/2021
[ ] 100055371 1N LEAD PICKETT MALIA 277098455 9572278498281019 - 05/18/2021
[ ] 100055370 TN LEAD WARD TANNER 560643666 9977296111912656 - 05/18/2021
[ ] 100053389 1N LEAD TYSON FERMANDO 833420142 3055383900557078 - 05/18/2021
[ ] 100055388 TN LEAD BREWER HOPE 562382086 9942707348051210 - 05/18/2021
[ ] 100055387 1N LEAD WILEY PHYLLIS 511085110 9951837339075794 - 05/18/2021
[ ] 100055386 TN LEAD DODSON KASSANDRA 605784467 9942177507208473 - 05/19/2021
[ ] 100055385 1N LEAD SHAFFER KATELYN 056645344 9928721213840551 - 05/18/2021
[ ] 100055384 TN LEAD ROSA SABRINA 137469464 9923329386445231 - 05/19/2021

1-10of 1866 < n 2 3 4 5 167 =



Results Gallery
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Results Gallery
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Results Gallery
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Results Gallery
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Side by Side Comparison




Various Tools for Comparison

Split Image Blend
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Potential Match Discovered




Results Gallery

Q_ SEARCHTN (Q SEARCH1R  §PFILTERS B EXPORTv f§ COMPARE (X) CLEAR

Image Search

LAWRENCE JAYLIN MCKNIGHT

DOB: 07/14/1993

Gender: M

Height: 7° 6"

5#: 045719311

ssued: 02/07/2000

Expires: 02/07/2004

Surrogate #: 5658107999755649
nternal Person Id: 210239
License Type: DL

mage Capture Date: 02/07,/2000
Address: 4432 MAPLE RD , S5TE 5
City: Everett

State: MASSACHUSETTS

Zip Code: 02149

ZACHARY EDWIN AYERS

DOB: 05/10/1957

Gender: M

Height: 5' 0"

5#: 158719503

ssued: 04/24/2013

Expires: 04/24/2017

Surrogate #: 8850662305642743
nternal Person Id: 210798
License Type: DL

mage Capture Date: 04/24,/2013
Address: 8742 PINE AVE

City: Buzzards Bay

State: MASSACHUSETTS

Zip Code: 02532

ZACHARY EDWIN AYERS ROSS YESTIN JOYMER GAGE RAUL DOYLE BOMMIE SUSIE LEON
DOB: 05/10/1957 DOE: 07/05/1959 DOE: D6/19/1950 DOE: 02/06/1931
Gender- M G M Gender. F

28506623056427432

Surros &

1257950725558542

Height 6 107
S 401302021

3734707211250325

it T 11
5& 206721014

Sun

3200170426247600




Q SEARCH 1:N QSEARCH 1R

Image Search

LAWRENCE JAYLIN MCKNIGHT

DOB: 07/14/1993

Gender: M

Height: 7' 6"

S#: 045719311

ssued: 02/07/2000

Expires: 02/07/2004

Surrogate #: 5658107999785649
nternal Person Id: 210239
License Type: DL

mage Capture Date: 02/07/2000
Address: 4482 MAPLE RD, STE S
City: Everett

State: MASSACHUSETTS

Zip Code: 02149

Results Gallery

? FILTERS

ROSS YESTIN JOYNER

DOB: 07/05/1959

Gender: M

Height: 7' 9"

S#: 751002875

ssued: 06/17/2017

Expires: 06/17/2021

Surrogate #: 1257950725558542
nternal Person Id: 209286
License Type: DL

mage Capture Date: 06/17,/2017
Address: 6739 HILLST, BLDG H
City: Brightwood

State: MASSACHUSETTS

Zip Code: 01107

& EXPORT v ‘kCOMPME ®CLEAR

ZACHARY EDWIN AYERS

5/10/1957

158719503

Surrogate #:

B850662305642743

ROSS YESTIM JOYMNER
DOE: 074051959
Gender: M
Height: 7' 9"
5 1002875

1257050725558542

GAGE RAUL DOYLE BOMMIE SUSIE LEON

06/19/1950 DO: 0Z/06/1931

M Gender. F

Height & 107
S# 401302821

Surrogate #

3734707211250325

3209170426847600



Results Gallery

Q SEARCH 1:N QSEARCH 1R

Image Search

LAWRENCE JAYLIN MCKNIGHT

DOB: 07/14/1993

Gender: M

Height: 7* 6"

5#: 045719311

ssued: 02/07/2000

Expires: 02/07/2004

Surrogate #: 5658107999785649
nternal Person Id: 210239
License Type: DL

mage Capture Date: 02/07/2000
Address: 4482 MAPLE RD , 5TE S
City: Everett

State: MASSACHUSETTS

Zip Code: 02149

? FILTERS

@) EXPORT~  f9 COMPARE  (X) CLEAR

2850662305642743

GAGE RAUL DOYLE

DOB: 06/19/1950

Gender: M

Height: 6' 10"

5#: 491302931

ssued: 11/26/2017

Expires: 11/26/2021

Surrogate #: 3734707211250325
nternal Person Id: 209875
License Type: DL

mage Capture Date: 11/26/2017
Address: 5537 FIFTH LN

City: Nerth Andover

State: MASSACHUSETTS

Zip Code: 01845

ZACHARY EDCWIN AYERS

ROSS YESTIM JOYMER
DOE: 07/05/1959
Gender M

1257850725558542

GAGE RAUL DOYLE

B: 06/19/1950

Surrogate #

3734707211250325

BOMMNIE SUSIE LEON
DO&: 02/06/1931
Gender. F

T

32091704262847620



Results Gallery

Q SEARCH 1:N QSEARCH 1R

Image Search

LAWRENCE JAYLIN MCKNIGHT

DOB: O7/14/1993

Gender: M

Height: 7' 8"

5#: 045719311

ssued: 02/07/2000

Expires: 02/07/2004

Surrogate # 5658107999785649
nternal Person Id: 210239
License Type: DL

mage Capture Date: 02/07,/2000
Address: 4482 MAPLE RD , 5TE 5
City: Everett

State: MASSACHUSETTS

Zip Code: 02149

? FILTERS

DOE: 05/10/1957
er M

5# 158719503
Surrogate &

8850662305642742

BOMMIE SUSIE LEON

DOB: 02/06/1931

Gender: F

Height: 7" 11"

S#: 296721014

ssued: 11/12/2017

Expires: 11/12/2021

Surrogate #: 3209170426847690
nternal Person Id: 209773
License Type: DL

mage Capture Date: 11/12/2017
Address: 8359 PARK LN

City: Gilbertville

State: MASSACHUSETTS

Zip Code: 01031

&% EXPORT~ leOMPARE ®CLEAR
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Height: 7' 9

S# 751002875
rogate # Su &
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Height T 11
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ide by Side Comparison
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Various Tools for Comparison
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Potential Match Discovered




Thank youl

The Facial Recognition software has assisted
with some of the RMV’s goals of:

* maintaining data integrity

* overarching goal of one driver, one record
* preventing identity fraud

* reducing fraudulent activities

rimlv
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