
RMV’s UTILIZATION OF 
FACIAL RECOGNITION 
SOFTWARE TO DETECT 
and Prevent  FRAUD

Massachusetts Facial Recognition Commission
May 21, 2021

Colleen Ogilvie, Acting Registrar of Motor Vehicles

1



Agenda

• What is facial recognition technology?
• How is it used at the RMV?
• Process from start to finish
• Demo of a facial recognition search and results
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What is Facial 
Recognition 

(FR)?

An Act Relative to Justice, Equity and Accountability in Law 
Enforcement in the Commonwealth defines FR as:

“Facial recognition”, an automated or semi-automated 
process that assists in identifying or verifying an individual or 
capturing information about an individual based on the 
physical characteristics of an individual’s face, head or body, 
that uses characteristics of an individual’s face, head or body 
to infer emotion, associations, activities or the location of an 
individual; provided, however, that “facial recognition” shall 
not include the use of search terms to sort images in a 
database.
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Facial 
Recognition 

Software
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• Uses only the RMV’s internal photo database to 
compare new images captured during a transaction 
against existing images in the RMV’s database.

• Protects the true owner from identity theft and fraud. 

What does it do?

• RMV does not use external photos outside of the 
RMV’s database or moving images/videos

• The software is not automatically connected to any 
criminal justice system. 

What does it NOT do? 
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Customer Journey for DL/ID 

Potential



RMV’s Photo 
Image Policy

The RMV has adopted certain International Civil Aviation Organisation 
(ICAO) Standards for capturing credential photos. ICAO photo guidelines are 
used for passport photos. 

• The captured image must be a straightforward looking view of the 
applicant. 

• All of the applicant's facial features must be visible (e.g. eyes, nose, 
mouth, cheeks, etc.).

• A solid or transparent facial cover (scarf, veil, face mask, etc.) is not 
acceptable. 

• Eyeglasses, including reading or prescription glasses, are not allowed, 
even if the applicant normally wears them - Chapter 428 of the Acts of 
2006 

• A hat or other head cover is not acceptable, but if worn for medical or 
religious reasons, it may be allowed if it does not hide any facial features. 

• Natural facial hair and hairpieces may be acceptable unless the overall 
effect disguises the person's true facial appearance or facial features are 
obscured.

• Permanent facial tattoos are acceptable but temporary tattoos are not.

• Bluetooth headsets are not acceptable.
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Acceptable Photos
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Unacceptable Photos
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RMV’s Enforcement Services Unit

Members of Enforcement Services Unit include: 

• RMV employees 
• The RMV utilizes FR software in its fraud detection and 

prevention processes to ensure integrity of its driver records 
and identities. 

• RMV’s team includes facial recognition analysts and 
Hearings Officers

• Massachusetts State Police team
• MSP team specialized in fraud detection and prevention 

assigned to RMV to assist in investigations. 
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The RMV’s 
Facial 

Recognition 
Process 

Part 2: 
Employee 

Manual 
Review

Part 1: 
System 

Automated 
Review
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Part 1: System Automated Review include

The automated review is performed daily by using the Facial Recognition 
software to compare photos taken at RMV/AAA locations from the prior 
business day to existing photos in the RMV database. 

• Approximately 6,000 images from previous day’s credential transactions are reviewed 
/compared daily during automated process

• RMV has approximately 6M active credentials – 6000 images compared against all credential 
images AND against historical images on record

• The vendor proprietary algorithm in the Facial Recognition software detects points of 
contour on a face to identify potential matches 

• If a record meets or exceeds an established threshold of points of contour, a potential 
match occurs and is presented for further review

• Average of 20% (1,200 – 1,500 records) can be flagged as a potential match for  manual 
review by RMV’s Enforcement Services Unit’s authorized users (RMV and MSP)
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Automated Search
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One to 
One

Software reviews new 
image against history 
of previous image(s) 

of SAME record

One to 
Many

Software reviews new 
image against ALL 

other images in RMV 
database



Part 2: Employee Manual Review
The manual review examines the results of the automated process and involves RMV and MSP analysis of 1,200  - 1,500 
records daily out of 6,000 images from previous day’s transactions. 
• Majority of the 1,200 – 1,500 records are photo or data errors. Some potential data errors stem from a picture that has 

been mismatched with data. 
• Manual exceptions will be made in cases of twins/triplets. 
• Approximately 50 records need additional review and research.

13

One to Many Potential Match
An FR Analyst will:  
• Compare new image captured against 

database of images
• Review the data set (name, date of birth, 

address) to ensure data integrity
• Review supporting ID documents and driver 

history to determine who, if any, is the real 
individual

One to One  Potential Match
An FR Analyst will: 
• Compare new and historical images side-

by-side to determine whether or not it is 
same person



Potential Match Found

The 50 potential matches that need additional research and review will follow the process below.
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RMV creates a 
case for potential 
match

1
MSP team 
assigned to RMV 
reviews case

2
MSP team 
provides RMV with  
recommendation 
for next steps

3
Criminal case, 
administrative 
case, or no action
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Facial Recognition Demo

NOTE: Images used for demo are not RMV customers. Sample images with 
eyeglasses are not allowed for RMV photos.
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Login Screen



Automated Results



Results Gallery



Results Gallery



Results Gallery



Results Gallery



Side by Side Comparison



Various Tools for Comparison



Potential Match Discovered



Results Gallery



Results Gallery



Results Gallery



Results Gallery



Side by Side Comparison



Various Tools for Comparison



Potential Match Discovered



Thank you!

The Facial Recognition software has assisted 
with some of  the RMV’s goals of:
• maintaining data integrity
• overarching goal of one driver, one record
• preventing identity fraud
• reducing fraudulent activities
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